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The Information Security Triad

= The CIA Triad consists of the following components:
= Confidentiality
= Integrity
- Availability

INTEGRITY




Physical System Layers

= Physical System Layers:
= Hardware
= Operation System
= Application
= Data




What is Virtualization?

= Virtualization abstracts the underlying physical structure of
various technologies

Without Virtualization With Virtualization
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Traditional Vs Virtual Architecture

Traditional Architecture Virtual Architecture




Virtualization Benefits

Reduced hardware
& infrastructur &curity , Monitoring

Reduces

Administrative effo evelopment

Environment
learning

Increase
System performance ~ost
& Availability & Backu R




Types of Virtualization

= Server Virtualization

= Desktop Virtualization

= Network Virtualization

= Application Virtualization

= Storage Virtualization




Two Hypervisor (VMM) Types

VM VM VM

VM VM VM

VMM
VMM Host OS
Hardware Hardware

Hypervisor Type | Hypervisor Type Il




Gartner Magic Quadrant
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VMware Vsphere Components
=TT

availability

- VMware vSphere® vMotion®

- VMware vSphere® Storage

vMotion®

- vMotion nonshared storage

- vSphere HA

- Fault Tolerance

- Data Recovery

- Data Protection

- VMware vCloud® Connector™

- VMware® Tools™ : Zero
downtime upgrades

Application
Services

.

VMware vSphere Enterprise

security scalability

- VMware®
vShield™ Zones

- VMware® VMsafe® ai

- VMware® vShield e

Endpoint™

| Infrastructure

Services VIR

- DRS and vSphere DPM
- Memory overcommit

- Hardware version 9

- 64-way SMP

- 178 virtual machines

- VMFS

- Thin provisioning

- Storage /O controls

- Storage DRS

- Profile driven
Storage

- Storage reclamation

- Enhanced
distributed switch

- Network /O
controls

- SR-I0OV support

private cloud resource pools

public cloud
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Physical Infrastructures

applications e
operating system w3
physical host—)

iISCSI NFS
storage storage

Network

Channel

Fibre Channel
storage
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Virtual Infrastructures

virtual ‘

A
machines > o?

C
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hannel

iSCSI NFS network Fibre Channel
storage storage storage
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VMware Cluster

= What 1s a Cluster?

= A cluster 1s a collection of ESX1 hosts and associated Virtual
Machines.

= Features Active whit a Cluster?
= HA ,DRS, DPM, FT...
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vMotion

= vMotion / Live Migration
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svMotion

= Storage vMotion:

A

= 1s a technology that allows you to migrate the storage of

|
a running virtual machine from one storage location to a g
second storage location VMware ESXi & ESX

Storage vMotion
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VMware DRS
= What 1s DRS?

= intelligent placement

= distribution resource (Balancing)

N L vavm VM vm

VMware ESX VMware ESX VMware ESXi

Physical Servers
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DPM
= Distributed Power Management (DPM)

= 1s the ability of the system to identify when there 1s enough extra capacity to either
automatically shut down hosts or make recommendations to reduce power consumption

MVM VM VM‘VM lvm M VM VM
{7' \ % :

(,,. > ) I:

Resource Pool

VMware ESX VMware ESX VMware ESXi

Standby Host Server Power Optimized Servers
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Level Of High Availability

= Which Level of Virtual Machine (UP) availability 1s Important
to you?

Level of Availability Downtime Per Year
99% 87 h (3.5 D)
99.9% 8.76 H
99.99% 52 M
99.999% 5M




High Availability

..................................................................................................................................................................
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19



VMware FT

L)

No Reboot
Seamless Cutover

L)

20



Questions ?

Thanks for your Attention



